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Puppet Enterprise Advanced

Stay secure and manage complex infrastructure everywhere with confidence

Puppet Enterprise Advanced is a unified platform for secure infrastructure automation designed to maintain hardened

configurations, remediate unauthorized drift, and enforce desired state. Intelligent features and comprehensive functionality

empower organizations of all sizes to efficiently navigate a new world reality.

Enforce Desired State at Scale

Puppet configuration management lets you define the desired
state of your infrastructure and Puppet automation ensures

consistent states across thousands of servers (Windows/Linux).

Rapid, Secure Scaling: Deploy changes quickly and

confidently across any infrastructure in all environments.

Automated Compliance: Reduce risk by implementing and

continuously enforcing internal and external compliances policies.

Automate Intelligently
Anywhere You Operate

Query Infrastructure with Natural Language: Accelerate
productivity, eliminate barriers to entry, and make critical
infrastructure decisions faster by using natural language prompts
to interface with Puppet services and unlock valuable Puppet

infrastructure data.

Define Once, Deploy Everywhere: Infrastructure
configurations can be written as reusable code and applied
automatically — even across complex hybrid cloud estates —

eliminating component-specific setups and vendor lock-in.

Extend Automation to the Edge: Puppet’s governance and
automation capabilities are also available for network and edge
devices, like firewalls, routers, and point-of-sale systems. Puppet
closes compliance gaps and provides comprehensive visibility

across the entire infrastructure estate with a single solution.

Preview Impact of Puppet Code Changes: See the effect of

code changes before deployment.

puppet.com

Tear Down Team Silos

Puppet Enterprise Advanced improves collaboration, configuration

and risk management efficiency, and reduces tool sprawl.

Unify server, network, and edge automation within a single

platform to streamline workflows and eliminate redundant tools
Run legacy playbooks without competitive license costs

Use vulnerability data generated by popular scanning tools

to enable swift remediation at scale

Always On Security
& Compliance

Puppet Enterprise Advanced provides continuous security and

compliance monitoring and enforcement, simplifying audits and

ensuring your infrastructure stays secure.

Compliance Assessment and Enforcement

Scan using the powerful CIS-CAT® Pro Assessor with
estate-wide reporting for enhanced visibility

Simplify audits with comprehensive compliance data

and reporting

Infrastructure automatically remains in perfect harmony with

industry security standards, such as CIS Benchmarks

The average age of vulnerabilities is 229 days.
Additionally, 60% of breaches are caused by

unpatched vulnerabilities.
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Puppet Enterprise Puppet Enterprise Advanced

Configuration Management

Continuous enforcement of desired state N4 N4
Centralize, import, and execute existing scripts and processes N4 N4
Flexible agent-based and agentless architecture with declarative and imperative support N4 N4
Audit and activity logs, configuration correction reports N4 N4
Reduce infrastructure risk with patching (Basic Patching) (Advanced Patching)
Vulnerability remediation with 3rd party scanner integration (including Nessus) X Vv
Productivity & User Experience (UX)

Intuitive web interface N4 N4
Unify declarative and imperative workflows in a single platform Vv Vv
Natural language interface to Puppet services and infrastructure data X N4
Access 7000+ ready-to-use modules on Puppet Forge Vv Vv
Flexible user management with role-based access control N4 N4
Enterprise-Level Support

World-class technical support (Standard or Premium) (Standard or Premium)
SLA for high & critical CVEs on Puppet software Vv Vv
Expert guidance from a dedicated Technical Account Manager Optional Optional
Operating Environments

Manage infrastructure residing on-prem & on popular cloud platforms N4 N4
Linux, Windows, MacOS agents Vv Vv
Manage Network and Edge devices Optional Optional
Enterprise Infrastructure Management

Out-of-the-box CI/CD pipeline tooling with team workspaces N4 N4
Predict infrastructure code impact prior to deployment X v
Quickly integrate with popular tools, such as Grafana, Prometheus, Splunk, and more X N4
Self-Service through integration with ServiceNow X v
Security & Compliance

Hardened binaries and packages N4 N4
Assess infrastructure against CIS Benchmarks Vv Vv
Continuously enforce CIS Benchmarks X N4

Get started tOdF_"y Discover Puppet Enterprise Advanced »
puppet.com/products/puppet-enterprise
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